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ready to change



THE DIGITAL WAY

• The Key Factors

WCI 4.0®
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THE DIGITAL TRANSFORMATION BENEFITS 
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COMPETITIVE 
ADVANTAGE

MARKET & 
CUSTOMERS

COST 
REDUCTION

SUPPLY CHAIN 
& PRODUCTION



COMPETITIVE ADVANTAGE BENEFITS
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TIME TO MARKET REDUCTION (20-50%): Open innovation, fast prototyping and 
simulation, concurrent engineering

NEW PRODUCTS AND NEW MARKETING FRONTEERS, SERVITIZATION: 
Integrate new product functionalities (smart products, IoT). Products can 
help identifying customer needs

CONNECTION WITH CUSTOMERS: Companies can integrate 
customers in their manufacturing decisional process, building a 
stronger relationship

PRODUCT CUSTOMIZATION: real time data and advanced manufacturing techniques 
allow to obtain product tailored on clients need, increasing their satisfaction



COST REDUCTION BENEFITS
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6-55% productivity increase
• Collaborative robots
• Remote monitoring
• Downtime reduction
• Digital processes
• Digital performances control

85% increase of forecast 
accuracy
• Data driven demand 

forecasts
• Service level increase 

through data analytics
• Smart supply Network

MANPOWER

QUALITYINVENTORY 
MANAGEMENT

MACHINE

30-50% downtime 
reduction
• Equipment flexibility
• Collaboration among 

machines
• Predictive maintenance

10-20% Quality cost reduction
• Advanced Statistic controls
• Digital QC
• Artificial intelligence
• Process optimization through data 

analytics

10-40% reduction of 
maintenance costs
• Distance Maintenance
• Predictive Maintenance
• Maintenance through 

augmented reality

20%-50% inventory cost reduction
• 3D Printing
• Real time supply chain optimisation
• Batches reduction maintaining 

economies of scale
• Automatic material handling

SERVICE

SUPPLY AND 
DEMAND



WHY 4.0 CHALLENGE CAN FAIL
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DO WE HAVE A 
STRATEGY FOR OUR  

DIGITAL 
TRANSFORMATION?

ARE WE STARTING 
FROM DATA OR 

FROM EQUIPMENT?

ARE ALL THE 
STAKEHOLDERS 

ACTIVELY 
PARTECIPATING?

ARE WE AWARE 
ABOUT THE 

ORGANIZATION 
CHANGE AND 

REQUIRED SKILLS?

IS TECHNOLOGY 
THE BEST FOR OUR 
BUSINESS? OR ARE 

WE DOING THE 
BEST FOR 

TECHNOLOGY?

WHICH IS THE ROLE OF 
DIGITALIZATION IN OUR 
CORPORATE STRATEGY?

DO WE HAVE THE FULL PICTURE 
OF OUR COMPANY DATA 
MANAGEMENT? IS PART OF THE 
DIGITAL TRANSF. PLAN?

DO WE HAVE THE FULL PICTURE 
OF OUR COMPANY DATA 
MANAGEMENT?

WHO DRIVES? 
PEOPLE, TARGETS 

OR TECHNOLOGY?

IS OUR DIGITALIZATION PLAN 
CONSIDERING THE ORGANIZATION 
REVIEW AND A PROPER SKILLS 
DEVELOPMENT PLAN?
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WCI 4.0: THE THIRD WAY
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Capital utilisation ↑
Flexibility↑

Economies of scale ↑      ⇒ EBIT ↑
Flexibility↑

⇒ Invested capital ↓
⇒ ROIC ↑

INDUSTRY 4.0 - DIGITALISATION
PROFIT 

MARGIN
EBIT / Sales

ASSET TURNOVER
Sales / Invested capital

Iso-ROIC
PM = ROIC / AT

Maintenance cost ↑
Manpower cost ↑

Invested capital ↓

⇒ EBIT ↓

OBSOLESCENCE

Economies of scale↓ ⇒ EBIT ↑

Invested capital ↑

AUTOMATION



WCI 4.0®

• The importance of integration and synergies

OVERALL INTRODUCTION
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LEAN & WCM

INDUSTRY4.0

SUSTAINABLE
IMPROVEMENT > INDUSTRY4.0

LEAN 
& WCM

SUSTAINABLE
IMPROVEMENT

THE WHOLE IS MORE THAN THE SUM OF ITS PARTS
Synergies amongst the three approaches reduces costs

Insights from each approach enhances performances and benefits of the other

WCI
4.0

INTEGRATION OF DIFFERENT APPROACHES
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01

02

03

Lean &
WCM

I4.0

SUST > I4.0

WCM+

SUST
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CONTINOUS IMPROVEMENT 

INDUSTRY 4.0

LEAN AND INDUSTRY 4.0 INTEGRATION



LEAN AND INDUSTRY 4.0 INTEGRATION
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Benefits of WCM on Industry 4.0

• No automation and digitalisation 
of wastes

• Knowing what to measure and 
what to control

LEAN AND INDUSTRY 4.0 INTEGRATION
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Benefits of Industry 4.0 on WCM

• Shortcuts on wastes elimination
• Reliable source of data to 

measure improvements

LEAN AND INDUSTRY 4.0 INTEGRATION
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LEAN AND INDUSTRY 4.0 INTEGRATION
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COMPETITIVE 
AVANTAGE

LEAN AND INDUSTRY 4.0 INTEGRATION
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• WCM/Lean and Industry 4.0 integration: Mizubot
– Mizusumashi system: pull material feeding that reduce losses
– Wastes elimination: we automatised just value added: 

NO «OVERAUTOMATION»

WE OBTAINED AN EFFECTIVE AND INEXPENSIVE AUTOMATION 
THAT KEEPS ALL THE VALUE OF PULL SCHEDULING

LEAN AND INDUSTRY 4.0 INTEGRATION

Capital utilisation ↑
Flexibility↑

Economies of scale ↑      ⇒ EBIT ↑
Flexibility↑

⇒ Invested capital ↓
⇒ ROIC ↑

INDUSTRY 4.0 - DIGITALISATION
PROFIT 

MARGIN
EBIT / Sales

ASSET TURNOVER
Sales / Invested capital

Iso-ROIC
PM = ROIC / AT

Maintenance cost ↑
Manpower cost ↑

Invested capital ↓

⇒ EBIT ↓

OBSOLESCENCE

Economies of scale↓ ⇒ EBIT ↑

Invested capital ↑

AUTOMATION



MIZUBOT
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MIZUBOT V2
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DIGITAL TRANSFORMATION 

• 8 STEPS OF DIGITAL TRANSFORMATION

WCI 4.0
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SYSTEMATIC APPROACH TO DIGITALISATION

PHASE 0
Starting point

STEP 0
Preliminary 
Assesment

PHASE 1
Basic Standards

STEP 1 
Data Exchange 

Analysis

STEP 2 
Smart Data 
Collection

PHASE 2
Performance 
Improvement

STEP 3 
Basic Integration

STEP 4 
Full Digital 

System 
Integration

PHASE 3
Leading
Practice

STEP 5
Basic Product 

Redesign

STEP 6
Servitization

STEP 7
System of 
Systems

15

CYBERSECURITY



CYBERSECURITY: THE MOST IMPORTANT KET 
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“There are only two types of companies: those 
that have been hacked, and those that will be.”

Robert Mueller, FBI Director, 2012 

“There are only two types of companies: those 
that have been hacked, and those that don’t 
know it yet.”

John Chambers, CEO of CISCO



ready to change
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DIGITAL TRANSFORMATION: PILLAR AND STEPS

PHASE 0
Starting point

STEP 0
Preliminary 
Assesment

PHASE 1
Basic Standards

STEP 1 
Data Exchange 

Analysis

STEP 2 
Smart Data 
Collection

PHASE 2
Performance 
Improvement

STEP 3 
Basic Integration

STEP 4 
Full Digital 

System 
Integration

PHASE 3
Leading
Practice

STEP 5
Basic Product 

Redesign

STEP 6
Servitization

STEP 7
System of 
Systems
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DIGITAL TRANSFORMATION 

• Step 0

WCI 4.0
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STEP 0: STRATEGY AND DIGITAL STRATEGY
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• Where are we now?
• Where do we want to be?
• How to get there and what capabilities must be in place?
• How will we know that we are on track?

WHAT IS DIGITAL STRATEGY?



DIGITAL TRANSFORMATION – STEP 0

21

PRELIMINARY 
ASSESSMENT

SCOPE Assess the current status of 
Digitalization

ACTIVITIES

Thorough assessment of 
the company

Evaluation of current and 
future resources

Study of the possible 
incentives

OUTCOMES

Assessment Score and 
competence map

Benefits and costs 
estimation

Digital Strategic Plan

Objectives

KPIs

Schedule and Milestones

Incentives Plan



DIGITAL TRANSFORMATION

• Step 1

WCI 4.0
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DIGITAL TRANSFORMATION– STEP 1
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DATA 
EXCHANGE 
ANALYSIS

SCOPE Define and test the 
data collection system

ACTIVITIES

Define the necessary 
information to collect

Digital 5s

VSM on 3 Levels

10 questions for 0 
Issues

OUTCOMES

Data collection warning 
threshold and reaction 

plan

Temporary data 
collection System



DIGITAL TRANSFORMATION – STEP 1
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• What data do we measure?
• What data do we need?
• What data we don’t need?

DIGITAL 5S FOR EXISTING DATA

DIGITAL 
STRATEGY



DIGITAL TRANSFORMATION – STEP 1
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VSM ON 3 LEVELS

Find the not 
value added 
activities that 

can be 
eliminated / 
digitalized

VSM for physical process

Find and 
eliminate / 
digitalize 

mudas in the 
data collection 

flow

VSM for Data Collection

Find and 
eliminate / 
digitalize 

mudas in the 
documentation 

flow/flows

VSM for documentation Flow

FIND AND 
ELIMINATE DIGITAL 
MUDAS:
• Current state
• Future State



DIGITAL TRANSFORMATION

• Step 2

WCI 4.0
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DIGITAL TRANSFORMATION – STEP 2
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SMART DATA 
COLLECTION

SCOPE
Carry out an efficient and 

effective digital data collection 
system for the chosen area

ACTIVITIES

Current and future state of ICT 
local architecture

MES / ERP / ICT Integration study 
and delivery

Data collection points definition 
and System Choice

OUTCOMES

MES Definition/integration

Implemented digital data 
collection system for the chosen 

area (MES)



DIGITAL TRANSFORMATION – STEP 2
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5V FRAMEWORK

VOLUME The amount of data collected and stored should be evaluated properly

VELOCITY Data update time and data cycle time should be evaluated properly

VARIETY What kind of data do we have? Structured, Unstructured, Numerical, 
Metadata (video, images etc)

VERACITY Data reliability. Are figures correct? Can there be entering errors? Is data 
sorted well?

VALUE The stored information must be valuable for the company

• This framework helps structuring the data collection properly



DIGITALIZATION: DIGITAL TWIN
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• Data exchange is the base, than we can expand…

• Complete control of the core parameters
• Accurate investigation of faults
• Risk free experiments on new projects 



DIGITAL TRANSFORMATION: PILLAR AND STEPS

PHASE 0
Starting point

STEP 0
Preliminary 
Assesment

PHASE 1
Basic Standards

STEP 1 
Data Exchange 

Analysis

STEP 2 
Smart Data 
Collection

PHASE 2
Performance 
Improvement

STEP 3 
Basic Integration

STEP 4 
Full Digital 

System 
Integration

PHASE 3
Leading
Practice

STEP 5
Basic Product 

Redesign

STEP 6
Servitization

STEP 7
System of 
Systems
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INSIDE THE FACTORY
ININSIDE THE COMPANY

OUTSIDE THE FACTORY
OUTSIDE THE COMPANY



ADVANCED TOOLS THAT GIVE A COMPETITIVE ADVANTAGE
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01

02

03

WCM
LEAN

I4.0

SUST

TO GET TO SYSTEM OF SYSTEMS
DECISION INTELLIGENCE



COMMERCIAL IN CONFIDENCE 1COMMERCIAL IN CONFIDENCE

PROPRIETARY NOTICE

The information contained in this document is the property of 

ELETTRONICA Group Companies. Use of this information is limited  to that 

for which it is supplied and may not be disclosed to any Third Party 

without the express written permission of  Cy4Gate representatives.

Cyber arsenals: catastrophic impacts 

on enterprises and insurance



COMMERCIAL IN CONFIDENCE

Who pays the reimburshment for 

damages caused by a government virus 

out of control



COMMERCIAL IN CONFIDENCE

CYBER ARSENAL «Vulnerability»



COMMERCIAL IN CONFIDENCE

Adm. ROGERS justification

«if Toyota makes pickup and someone takes a pickup truck, welds

an explosive device onto the front, crashes it through a perimeter

and into a crowd of people, is that Toyota’s responsibility?

“… NSA wrote an exploit that was never designed to do what was

done»

Refferring to the attack of hackers of The Shadow Brokers Group 

to the National Security Agency (april 2017)



COMMERCIAL IN CONFIDENCE



COMMERCIAL IN CONFIDENCE

SUMMARIZING

1) Hackers are not the only ones working to find vulnerabilities, also 

government agencies do

2) A zero day exploit is an high value strategic weapon

3) Steal a virus revealed to be much easier than capturing an atomic 

war head

4) And when the virus becomes public, spreads out with catastrophic 

effects



COMMERCIAL IN CONFIDENCE

But now … cyber insurance are available



COMMERCIAL IN CONFIDENCE

NOTPETYA & MERCK

May 2017



COMMERCIAL IN CONFIDENCE

MEGLIO PREVENIRE…

Mettetevi per un attimo nei panni del CEO della Merck, una delle più grandi 

società farmaceutiche del mondo, con un fatturato di circa 43 miliardi di 

dollari ed un valore in borsa che supera i 220. 

Da qualche anno avete deciso di sottoscrivere una polizza che copre il vostro 

gruppo anche dai danni provocati dai cyber attacchi.

….il virus NotPetya, ha contaminato uno dei vostri computer in Ucraina, e da 

lì, in poche settimane la vostra intera rete informatica. 

… “un attacco dalle conseguenze disastrose, ma per fortuna eravamo 

assicurati…”.

Better being provident…



COMMERCIAL IN CONFIDENCE

THE UNESCPECTED: insurance is not willing to pay



COMMERCIAL IN CONFIDENCE



COMMERCIAL IN CONFIDENCE

CONCLUSIONS

For enterprises:

 Cyber insurance is necessary but could be not sufficient. Being in control 

of own net is mandatory to eventually circumscribe the attacked area

For insurance companies:

Estimating the «technical» cyber risk is becoming more and more complex 

without the support of a Subject Matter Expert

The risk evaluation must account for «non technical» vulnerabilities of the 

subject → Cyber Threat Intelligence

Same applies for the correct estimation of reimbursement and the 

prevention for possible frauds (forensic analysis)



COMMERCIAL IN CONFIDENCE

CONTINUOUS INTELLIGENCE
Should we let AI decide?

Andrea MELEGARI
Senior Advisor to CY4Gate CEO
andrea.melegari@cy4gate.com



COMMERCIAL IN CONFIDENCE

Reengineering the Decision making process

> Among next-generation technologies, AI offers many
opportunities to change the way people and businesses make
decisions.

> AI applies advanced analysis and logic-based techniques, 
including machine learning, to interpret events and support
decisions (Decision Augmentation)

> Rethinking of business decisions grants achieving dramatic
improvements in critical, contemporary measures of 
performance, such as business value, cost, quality, service and 
speed.



COMMERCIAL IN CONFIDENCE

Enterprise NERVOUS SYSTEM

With growing maturity and wider functional scope, continuos
intelligence itself is expected to be used increasingly for cross-
domain orchestration. When progressed, it will in effect become
an "enterprise nervous system" in which myriad sensory and 
event data come together, and in which myriad possible
responses are orchestrated

AI is in the middle as a coordinating "brain.



COMMERCIAL IN CONFIDENCE

Decision augmentation comes in 2 key forms

PREDICTIVE analytics — Machine learning take large inputs of 
data and predict potential future outcomes. These results can 
help scope and provide detailed probabilities for human-driven
decision making at all levels of the enterprise. 

PRESCRIPTIVE analytics — In addition to predicting future 
outcomes, this solution evaluates outcomes based on impact and 
recommends courses of action. These results can inform complex
decisions and (sometimes) automate routine decisions.



COMMERCIAL IN CONFIDENCE

AI Use Case 
Prism for Digital 

Commerce 



COMMERCIAL IN CONFIDENCE

QUIPO Decision Intelligence sw platform



COMMERCIAL IN CONFIDENCE

Group of Decisions Global Dashboard 

QUIPO aims to support
Group of Decisions.
We have been working for 
an important customer
that requires a Global 
Dashboard covering KPIs
of its many departments



COMMERCIAL IN CONFIDENCE

DIGITAL COMMERCE– USE CASE

EMOTIONS + BRAND POPULARITY

AUTOMOTIVE BRAND 
SALES BY MONTH

LEADING/QUALITATIVE KPI

QUANTITATIVE KPI

RANKING



COMMERCIAL IN CONFIDENCE

Dashboard+Scorecard



COMMERCIAL IN CONFIDENCE

Scorecard Focus



COMMERCIAL IN CONFIDENCE

Recommendation

WHAT IF ANALYSIS
OPTIMIZATION ALGORITHMS



COMMERCIAL IN CONFIDENCE

Explainable AI – Deep dive into the data 1



COMMERCIAL IN CONFIDENCE

CY4Gate customizes Expert System (one
of the founder of CY4Gate) NLP 
technology, with new domain ontologies
creating categorizations and ETL engines

Explainable AI – Deep dive into the data 2



COMMERCIAL IN CONFIDENCE

Conclusion
• The role of technology in this context is to increase human 

capability.
• The role of data reduces uncertainty about the environment in 

which we do business.

• Human decision makers should not be replaced, but rather
complemented, by the power of data, analytics and AI

• DECISION AUGMENTATION means turning decision making into
a competitive differentiator for your organization.
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